
 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 1 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

 
 

 
 
 
 
 
 
 

 
 
 
 
 
 

Serv-U® File Server 
¦ǎŜǊΩǎ aŀƴǳŀƭ 

 
 
 
 
 
 
 
 
 
 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 2 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Table of Contents
Table of Contents ....................................................................................................................................................2 
Notices .....................................................................................................................................................................9 
How To Purchase Serv-U ...................................................................................................................................... 10 
Serv-U Editions ..................................................................................................................................................... 11 

Serv-U Bronze ........................................................................................................................................... 11 
Serv-U Silver.............................................................................................................................................. 11 
Serv-U Gold ............................................................................................................................................... 11 

System Requirements .......................................................................................................................................... 12 
Supported Platforms ..................................................................................................................................... 12 
Suggested Hardware .................................................................................................................................... 12 
Recommended Hardware ............................................................................................................................ 12 

Getting Started ..................................................................................................................................................... 13 
Creating the First Serv-U Domain ......................................................................................................................... 14 
Creating Your First Serv-U User ............................................................................................................................ 15 
Serv-U Server Concepts ........................................................................................................................................ 16 

User Account Types ..................................................................................................................................... 16 
User Collections ............................................................................................................................................ 16 
Server .............................................................................................................................................................. 16 
Domain ............................................................................................................................................................ 17 
Group .............................................................................................................................................................. 17 
User ................................................................................................................................................................. 17 

User Interface Conventions .................................................................................................................................. 18 
Understanding User Interface Conventions .............................................................................................. 18 

The Serv-U Management Console ........................................................................................................................ 20 
Management Console Layout ................................................................................................................. 21 
Navigation Menu ....................................................................................................................................... 21 
Tabbed Configuration Pages .................................................................................................................. 21 
Launching the Web Client ....................................................................................................................... 21 
Changing Themes in Serv-U ................................................................................................................... 21 

Serv-U Network Configuration Primer ................................................................................................................. 22 
PASV IP Address .......................................................................................................................................... 23 

Domain Name & Description ............................................................................................................................... 25 
Domain Home Directory .......................................................................................................................... 25 

Domain Listeners .................................................................................................................................................. 27 
FTP - File Transfer Protocol .................................................................................................................... 27 
FTPS - File Transfer Protocol Using SSL ............................................................................................. 27 
SFTP - Secure File Transfer Using SSH2 ............................................................................................ 27 
HTTP - Hypertext Transfer Protocol ...................................................................................................... 27 
HTTPS - Hypertext Transfer Protocol using SSL ................................................................................ 28 

Adding a Listener .......................................................................................................................................... 28 
Type ............................................................................................................................................................ 28 
IP Address.................................................................................................................................................. 28 
PASV IP Address or Domain Name (FTP ONLY) ............................................................................... 28 
Use only with SSL connections .............................................................................................................. 28 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 3 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Use with LAN connections ...................................................................................................................... 29 
Port .............................................................................................................................................................. 29 
Enable listener ........................................................................................................................................... 29 

Pure Virtual Domains .................................................................................................................................... 29 
User Information .................................................................................................................................................. 30 

Login ID ...................................................................................................................................................... 30 
Full Name ................................................................................................................................................... 31 
Password ................................................................................................................................................... 31 
Administration Privilege ........................................................................................................................... 31 
Home Directory ......................................................................................................................................... 32 
SSH Public Key Path ................................................................................................................................ 32 
Account Type ............................................................................................................................................. 33 
Default Web Client .................................................................................................................................... 33 
Email Address ........................................................................................................................................... 33 
Lock user in home directory .................................................................................................................... 33 
Enable account.......................................................................................................................................... 33 
Always Allow Login ................................................................................................................................... 33 
Description ................................................................................................................................................. 34 
Availability .................................................................................................................................................. 34 

Directory Access Rules ......................................................................................................................................... 35 
File Permissions ............................................................................................................................................ 36 

Read ........................................................................................................................................................... 36 
Write ............................................................................................................................................................ 36 
Append ....................................................................................................................................................... 36 
Rename ...................................................................................................................................................... 36 
Delete ......................................................................................................................................................... 36 
Execute ....................................................................................................................................................... 37 

Directory Permissions ................................................................................................................................... 37 
List ............................................................................................................................................................... 37 
Create ......................................................................................................................................................... 37 
Rename ...................................................................................................................................................... 37 
Delete ......................................................................................................................................................... 37 

Subdirectory Permissions ............................................................................................................................ 37 
Inherit .......................................................................................................................................................... 37 

Access as Windows User ............................................................................................................................ 37 
Quota Permissions ........................................................................................................................................ 38 

Maximum size of directory contents....................................................................................................... 38 
Mandatory Access Control ........................................................................................................................... 38 
Restricting File Types ................................................................................................................................... 39 

IP Access Rules ..................................................................................................................................................... 41 
Specific IP - xxx ......................................................................................................................................... 41 
Range - xxx-xxx ........................................................................................................................................ 41 
Wildcard - * ................................................................................................................................................ 42 
Mask - ? ...................................................................................................................................................... 42 
CIDR Block - / ............................................................................................................................................ 42 
IPv6 Support .............................................................................................................................................. 43 
Enable Sort Mode ..................................................................................................................................... 43 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 4 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Case File - Contractor .............................................................................................................................. 43 
Case File - Open Kiosks .......................................................................................................................... 43 
Case File - Access By Name .................................................................................................................. 44 

Limits & Settings ................................................................................................................................................... 45 
Connection ..................................................................................................................................................... 45 
Block anti-timeout schemes ............................................................................................................................ 45 
Automatic idle connection timeout ................................................................................................................. 46 
Maximum sessions per IP address for user account ........................................................................................ 46 
Maximum number of sessions per user account ............................................................................................. 46 
Require secure connection before login .......................................................................................................... 46 
Automatic session timeout .............................................................................................................................. 46 
Block IP Address Of Timed Out Session ........................................................................................................... 46 
Allow FTP and FTPS Connections ..................................................................................................................... 46 
Allow SFTP Connections ................................................................................................................................... 46 
Allow HTTP and HTTPS Connections ................................................................................................................ 46 
Password ........................................................................................................................................................ 46 
Require complex passwords ............................................................................................................................ 46 
Minimum password length .............................................................................................................................. 47 
Automatically expire passwords ...................................................................................................................... 47 
Allow users to change password ..................................................................................................................... 47 
Mask received passwords in logs ..................................................................................................................... 47 
FTP Password Type .......................................................................................................................................... 47 
SSH authentication type .................................................................................................................................. 47 
Allow users to recover password ..................................................................................................................... 47 
Directory Listing ............................................................................................................................................. 47 
Hide files marked as hidden from listings ........................................................................................................ 47 
Use lowercase for file names and directories .................................................................................................. 48 
Allow root ("/") to list drives for unlocked users ............................................................................................. 48 
Treat Windows shortcuts as target in links ..................................................................................................... 48 
Hide the compressed state of files and directories. ........................................................................................ 48 
Hide the encrypted state of files and directories. ........................................................................................... 48 
Interpret Windows shortcuts as links .............................................................................................................. 48 
Data Transfer ................................................................................................................................................. 48 
Delete partially uploaded files ......................................................................................................................... 48 
Maximum download speed per session .......................................................................................................... 48 
Maximum upload speed per session ............................................................................................................... 48 
Maximum download speed for user accounts ................................................................................................ 48 
Maximum upload speed for user accounts ..................................................................................................... 49 
Maximum Upload File Size ............................................................................................................................... 49 
Interpret line feed byte as a new line when in ASCII mode............................................................................. 49 
HTTP ............................................................................................................................................................... 49 
Default language for Web Client...................................................................................................................... 49 
Allow HTTP media playback ............................................................................................................................. 49 
Allow the users browser to remember login information ............................................................................... 49 
Allow users to change themes ......................................................................................................................... 49 
Allow users to change languages ..................................................................................................................... 49 
Advanced ........................................................................................................................................................ 50 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 5 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Automatically check directory sizes during upload ......................................................................................... 50 
Convert URL characters in commands to ASCII ............................................................................................... 50 
Maximum Supported SFTP Version ................................................................................................................. 50 
Warn end users when using old web browsers ............................................................................................... 50 

Domain Settings ................................................................................................................................................... 51 
Block users who connect more than 'x' times within 'y' seconds for 'z' minutes ............................................ 51 
Hide server information from SSH identity ..................................................................................................... 51 
Default Web Client ........................................................................................................................................... 51 
Client Support Link ........................................................................................................................................ 51 

Transfer Ratio and Quota Management .............................................................................................................. 52 
Transfer Ratio ................................................................................................................................................ 52 
Quota .............................................................................................................................................................. 53 
Ratio Free Files ............................................................................................................................................. 53 

Virtual Hosts ......................................................................................................................................................... 54 
Case File - Virtual Hosts .......................................................................................................................... 54 

Virtual Paths ......................................................................................................................................................... 55 
Physical Path ............................................................................................................................................. 55 
Virtual Path ................................................................................................................................................ 55 
Include in "Maximum Directory Size" calculations ............................................................................... 56 

Case File - Using Virtual Paths ................................................................................................................... 56 
Case File - Creating Relative Virtual Paths ............................................................................................... 56 

Groups .................................................................................................................................................................. 57 
Group Template ........................................................................................................................................ 57 
Configure Windows User Group ............................................................................................................. 57 

Serv-U Windows Groups ...................................................................................................................................... 58 
Adding Windows Groups ............................................................................................................................. 58 

Encryption ............................................................................................................................................................ 60 
Configuring SSL for FTPS and HTTPS ..................................................................................................... 61 

Using An Existing Certificate ................................................................................................................... 61 
Creating A New Certificate ...................................................................................................................... 61 
Viewing The Certificate ............................................................................................................................ 62 
Advanced SSL Options ............................................................................................................................ 62 
FIPS Options ............................................................................................................................................. 63 

SFTP (Secure File Transfer over SSH2) ................................................................................................... 63 
Using An Existing Private Key ................................................................................................................ 63 
Creating A Private Key ............................................................................................................................. 63 
SSH Ciphers and MACs .......................................................................................................................... 63 

FTP Settings .......................................................................................................................................................... 64 
Global Properties ........................................................................................................................................... 64 

Global FTP Responses ............................................................................................................................ 64 
Server Welcome Message ...................................................................................................................... 64 
Advanced Options .................................................................................................................................... 64 

Editing FTP Commands & Responses ...................................................................................................... 65 
Information ................................................................................................................................................. 65 
FTP Responses ........................................................................................................................................ 65 
Message Files ........................................................................................................................................... 65 
Advanced Options .................................................................................................................................... 65 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 6 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Case File - Custom FTP Command Response ........................................................................................ 66 
Database Access ................................................................................................................................................... 67 

SQL Templates ......................................................................................................................................... 67 
User and Group Table Mappings ........................................................................................................... 67 
Case File - ODBC Authentication ........................................................................................................... 68 

SMTP Configuration ............................................................................................................................................. 70 
SMTP Server Information ........................................................................................................................ 70 
Authentication Information ....................................................................................................................... 70 

Serv-U Events ....................................................................................................................................................... 72 
Server Events ............................................................................................................................................ 72 
Server and Domain Events ..................................................................................................................... 72 
Server, Domain, User, and Group Events ............................................................................................ 72 
Creating Common Events ....................................................................................................................... 73 

Event Actions ................................................................................................................................................. 73 
Email Actions ............................................................................................................................................. 73 
Balloon Tip Actions ................................................................................................................................... 73 
Execute Command Actions ..................................................................................................................... 73 

Serv-U Event Filters .............................................................................................................................................. 75 
Event Filter Fields ......................................................................................................................................... 75 
Using Event Filters ........................................................................................................................................ 75 

Tracking Activity In Serv-U ................................................................................................................................... 77 
Disconnect ................................................................................................................................................. 77 
Spy & Chat ................................................................................................................................................. 78 
Broadcast ................................................................................................................................................... 78 
Abort ........................................................................................................................................................... 78 

Server & Domain Statistics ................................................................................................................................... 79 
Session Statistics ...................................................................................................................................... 79 

Current Sessions .................................................................................................................................. 79 
24 Hrs Sessions .................................................................................................................................... 79 
Total Sessions....................................................................................................................................... 79 
Highest Num Sessions ........................................................................................................................ 79 
Average Session Length ..................................................................................................................... 79 
Longest Session ................................................................................................................................... 79 

Login Statistics .......................................................................................................................................... 79 
Logins ..................................................................................................................................................... 79 
Logouts .................................................................................................................................................. 79 
Currently Logged In .............................................................................................................................. 80 
Most Concurrent Logins ...................................................................................................................... 80 
Last Login Time .................................................................................................................................... 80 
Last Logout Time .................................................................................................................................. 80 
Average Duration Logged In ............................................................................................................... 80 
Shortest Login Duration Seconds ...................................................................................................... 80 

Transfer Statistics ..................................................................................................................................... 80 
Download Speed .................................................................................................................................. 80 
Upload Speed ....................................................................................................................................... 80 
Average Download Speed .................................................................................................................. 80 
Average Upload Speed ....................................................................................................................... 80 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 7 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Downloaded .......................................................................................................................................... 81 
Uploaded ................................................................................................................................................ 81 

User & Group Statistics ........................................................................................................................................ 82 
Session Statistics ...................................................................................................................................... 82 

Current Sessions .................................................................................................................................. 82 
24 Hrs Sessions .................................................................................................................................... 82 
Total Sessions....................................................................................................................................... 82 
Highest Num Sessions ........................................................................................................................ 82 
Average Session Length ..................................................................................................................... 82 
Longest Session ................................................................................................................................... 82 

Login Statistics .......................................................................................................................................... 82 
Logins ..................................................................................................................................................... 82 
Logouts .................................................................................................................................................. 82 
Currently Logged In .............................................................................................................................. 83 
Most Concurrent Logins ...................................................................................................................... 83 
Last Login Time .................................................................................................................................... 83 
Last Logout Time .................................................................................................................................. 83 
Average Duration Logged In ............................................................................................................... 83 
Longest Duration Logged In ............................................................................................................... 83 
Shortest Login Duration Seconds ...................................................................................................... 83 

Transfer Statistics ..................................................................................................................................... 83 
Download Speed .................................................................................................................................. 83 
Upload Speed ....................................................................................................................................... 83 
Average Download Speed .................................................................................................................. 83 
Average Upload Speed ....................................................................................................................... 83 
Downloaded .......................................................................................................................................... 84 
Uploaded ................................................................................................................................................ 84 

Save Statistics ........................................................................................................................................... 84 
Server & Domain Log ............................................................................................................................................ 85 

Freeze Log ................................................................................................................................................. 86 
Select All .................................................................................................................................................... 86 
Clear Log .................................................................................................................................................... 86 
Legend ........................................................................................................................................................ 87 
Filter Log .................................................................................................................................................... 87 
Download Log............................................................................................................................................ 87 

Configuring Domain Logs ..................................................................................................................................... 88 
Logging to File Settings ................................................................................................................................ 88 

Log file path ............................................................................................................................................... 88 
Enable logging to file ................................................................................................................................ 89 
Automatically rotate log file ..................................................................................................................... 89 
Purge Old Log Files .................................................................................................................................. 89 
Do Not Log IPs .......................................................................................................................................... 90 

Database Support ................................................................................................................................................. 91 
License Information .............................................................................................................................................. 92 

Name .......................................................................................................................................................... 92 
Email Address ........................................................................................................................................... 92 
Serv-U Edition ........................................................................................................................................... 92 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 8 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Copies ......................................................................................................................................................... 92 
Purchase Date ........................................................................................................................................... 92 
Updates ...................................................................................................................................................... 92 
Edition Information .................................................................................................................................... 92 
Additional Products ................................................................................................................................... 92 

Registering Serv-U ........................................................................................................................................ 92 
System Variables .................................................................................................................................................. 94 

Server Information .................................................................................................................................... 94 
Server Statistics ........................................................................................................................................ 94 
Domain Statistics ...................................................................................................................................... 95 
User Statistics............................................................................................................................................ 95 
Last Transfer Statistics ............................................................................................................................ 95 
Date/Time ................................................................................................................................................... 96 
Server Settings .......................................................................................................................................... 96 
Session Information .................................................................................................................................. 96 
File Information.......................................................................................................................................... 97 
Current Activity .......................................................................................................................................... 98 

Web Client Parameters ........................................................................................................................................ 99 
Serv-U Integration DLL ....................................................................................................................................... 100 

Configuring the Integration DLL ................................................................................................................ 100 
Built-In Clients .................................................................................................................................................... 101 

Serv-U Web Client ...................................................................................................................................... 101 
FTP Voyager JV .......................................................................................................................................... 102 

Glossary .............................................................................................................................................................. 104 

 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 9 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Notices 
 

This document is provided for use with the setup and maintenance of the Serv-U File Server.  This 
manual is provided ñAS ISò and without warranties as to the accuracy of the information or any other 
warranties whether expressed or implied.  Because of the various hardware and software 
environments into which Serv-U ® may be put, NO WARRANTY OF FITNESS FOR A PARTICULAR 
PURPOSE IS OFFERED. 

Good data processing practice dictates that any new program should be thoroughly tested by the 
user with non-critical data before relying on it.  The user must assume the entire risk of using the 
program.  ANY LIABILITY OF THE SELLER WILL BE LIMITED EXCLUSIVELY TO PRODUCT 
REPLACEMENT OR, AT THE SELLERôS DISCRETION, A REFUND OF PURCHASE PRICE. 

Contact Information 

Rhino Software, Inc. 
P.O. Box 53 
Helenville, WI  53137 
U.S.A. 

Phone: +1 (262) 560-9627 
Fax: +1 (262) 560-9628 

Office Hours: 9 AM ï 5 PM Central Time, United States 

Sales Support: http://www.RhinoSoft.com/Sales 

Technical Support: http://www.RhinoSoft.com/Support 

Knowledge Base: http://www.RhinoSoft.com/KB 

Corporate Website: http://www.RhinoSoft.com/ 

http://www.rhinosoft.com/Sales
http://www.rhinosoft.com/Support
http://www.rhinosoft.com/KB
http://www.rhinosoft.com/
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How To Purchase Serv-U 

Serv-U is available as a fully functional Gold Edition trial for 30 days after the date of initial 
installation.  In order to continue using Serv-U with its full set of features, a Serv-U license must be 
purchased. 

A license can be purchased online at http://www.Serv-U.com/purchase/.  Simply choose which 
Edition of the Serv-U File Server is required and the quantity to purchase (discount pricing applies for 
bulk purchasing).  A Serv-U File Server license must be purchased before adding an FTP Voyager JV 
license to your shopping cart.  Licenses of FTP Voyager (our premier FTP client software) may also 
be bundled at the time of purchase at a substantial discount. 

Pricing information can be found at: http://www.Serv-U.com/pricing/. 

If you have lost your registration ID, it can be retrieved at: RhinoSoft.com Online Customer Service 
Center. 

Once the purchase has been completed, an email containing the registration details is immediately 
sent.  If it is not received within an hour, check your Spam filter to make sure that the email has not 
been filtered.  Occasionally, the .reg installation file attached to our messages is blocked.  If this 
should happen, simply register using the "Register Manually" directions in the email. 

Purchase orders can be sent to RhinoSoft.com in one of three ways: 

1. E-Mail PO to a Sales Representative at: http://www.Serv-U.com/sales/.  
(PDF/JPG/GIF Format Preferred) 

2. Fax PO to +1 (262) 560-9628  
3. Mail directly to RhinoSoft at the following address: 

RhinoSoft.com 
P.O. Box 53 
Helenville, WI  53137 
U.S.A. 

http://www.serv-u.com/purchase/
http://www.serv-u.com/pricing/
http://www.serv-u.com/sales/


 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 11 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Serv-U Editions 

Serv-U File Server is available in three different editions. 

Serv-U Bronze 

Serv-U Bronze is an entry-level server with low user limits and only two interfaces for 
transferring files: 

¶ FTP and basic web transfer interface (via HTTP) 
¶ One domain with twenty-five concurrent connections 
¶ 50 user accounts 
¶ Virtual path mapping 
¶ Transfer ratios and quotas 

Serv-U Silver 

Serv-U Silver extends the capabilities of Serv-U Bronze by adding: 

¶ Encrypted FTPS (SSL/TLS) transfer interface 
¶ Three domains with 100 concurrent connections 
¶ 250 user accounts 
¶ User password recovery  

Serv-U Gold 

Serv-U Gold is our most popular edition.  It removes all user and domain limits, adds two more 
secure protocols and provides the ability to integrate into enterprise technology.   

¶ Encrypted SFTP (SSH) transfer interface 
¶ Encrypted web transfer interface (via HTTPS) 
¶ Remote web-based administration  
¶ Unlimited domains with an unlimited number of concurrent connections 
¶ Unlimited number of user accounts 
¶ FIPS 140-2 support, certified through OpenSSL (Certificate #1051) 
¶ Custom HTTP Logo 
¶ User and Group Statistics 
¶ ODBC database storage of user and group accounts 
¶ NT-SAM / Active Directory based user accounts 
¶ Event-based automation: run programs, send email and show balloon tips 
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System Requirements 

Supported Platforms 

Serv-U is supported exclusively on the following versions of Windows: 
 
¶ Windows XP SP2+ 
¶ Windows Vista 
¶ Windows 7 
¶ Windows Server 2003 
¶ Windows Server 2008 

Both 32-bit and 64-bit (x64) builds of Windows are supported. 

Suggested Hardware 

The minimum hardware requirements for Serv-U are: 

1 GHz+ Pentium / AMD CPU 
256 MB RAM 
70 MB Disk Space 
800x600 VGA Video Card & Monitor 
Internet Explorer 6+ 

Recommended Hardware 

3 GHz+ Pentium / AMD CPU 
1 GB RAM 
100 MB Disk Space 
1024x768 VGA Video Card & Monitor 
Internet Explorer 8 

NOTE: Serv-U is a multi-threaded application, allowing it to make effective use of resources to 
provide a fast user experience for any number of users ï in particular, heavy downloading/uploading 
since these operations run in their own threads.  However, it is not necessary to have these higher 
hardware specs to run Serv-U effectively. 



 

 

Serv-U CƛƭŜ {ŜǊǾŜǊ ¦ǎŜǊΩǎ aŀƴǳŀƭ 

Serv-U File Server ¦ǎŜǊΩǎ aŀƴǳŀƭ ς v11.1.0.5 ς Page 13 of 105 

Copyright 1995-2012 Rhino Software, Inc. (RhinoSoft.com) ς All Rights Reserved 

Getting Started 
1) Download Serv-U from http://www.Serv-U.com/dn.asp.  This site will always have the latest 

release of Serv-U available for download as a trial.  The trial can be registered at any time to 
the full release after your purchase, and does not require any additional configuration. 
 

2) Double click the installation file to start the installation.  If you are using Windows Vista, 
Windows 7 or Windows Server 2008 you must have administrator privileges to start the 
installation process.  You may need to confirm a Windows User Account Control dialog to 
indicate you did initiate the installation process. 
 

3) Serv-U supports installation in English, German, French, Italian, Japanese, Russian, and 
Simplified/Traditional Chinese.  Select your preferred language then click ñOKò.  NOTE: At this 
point you are selecting only the default language for the Management console.  Users 
connecting remotely can select any language they wish when they connect to Serv-U, from 
the supported languages. 
 

4) Follow the simple installation process.  The options to select from include: the Serv-U 
installation folder, the name of the folder to be created in the Start Menu, and whether or not 
to install Serv-U as a service.  Installation as a service is recommended because it allows 
Serv-U to run even when no users are logged on to the server console. 
 

5) After the installation, click ñFinishò to launch the Serv-U Management Console. 
 

http://www.serv-u.com/dn.asp
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Creating the First Serv-U Domain 
Serv-U Domains are collections of users and groups that share common setting, such as transfer rate 
limitations, service listeners and directory access rules.  In most cases, all of your users and settings 
will exist in the same domain, with no need to create separate domains.  Cases for using different 
domains are discussed in the Virtual Hosts section. 

NOTE: This does NOT mean that all users share access to the same files.  Each user in Serv-U has 
unique permissions to the directories that you define, and does not have access to any files or folders 
unless you explicitly grant them that access. 

After first installing Serv-U, no domains will exist.  The Serv-U Management Console will prompt you 
to create an initial Domain.  The Domain Wizard will ask you for the following information: 

¶ Domain Name: This is the casual name used in Serv-U to refer to your collection of users.  
This can be something formal like ftp.mydomain.com or simply ñMy Domainò 

¶ Description (optional): A text description of the domain and its purpose. 
¶ Listeners: Serv-U supports FTP, HTTP (All Editions), FTP (Silver & Gold Editions) and SFTP 

with HTTPS (Gold Only).  These listeners can be configured during the setup process.  If you 
already have a web server, you may need to set the HTTP/HTTPS listeners to use a 
nonstandard port like 8080/8081 or disable them by ñuncheckingò those listeners. 

¶ IP Address (optional): If Serv-U should listen for incoming connections on a single specific IP, 
enter it here.  This must be the IP address assigned to a NIC on the server.  In most cases, 
this should be left blank. 

¶ Password Encryption Mode: If Password Recovery (Silver / Gold Edition Only) is to be used, 
the ñPassword Encryption Modeò should be set to ñSimple Two-Wayò to allow Serv-U to 
recover passwords for users.  There is also the ñNo Encryptionò option, which is not 
recommended as it is the least secure method of storing user passwords.  In most cases, the 
Server Default is recommended. 

¶  Finished! You can now click ñFinishò to start your first Domain.  If you wish, follow the Serv-U 
prompt to create a new user account. 
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Creating Your First Serv-U User 
Serv-U users are unique accounts with privileges to access a specific set of administrator-defined 
folders and files.  To create user accounts quickly and easily, click the ñWizardò button in the Domain 
Users menu and follow these steps: 

1) Select a unique Login ID for your user account (also called a ñusernameò).  If you wish, you 
can also specify a full name and email address (used in password recovery or E-Mail Events. 

2) Enter a password for your user account. 
3) Select the Home Directory of the user account, and if desired disable the ñLock user in home 
directoryò option.  The default and recommended option is ñenabledò. 

4) Select the userôs permissions.  The two options are ñRead-Onlyò and ñFull Accessò.  Full 
Access does NOT allow the user to execute files remotely. 

5) Click ñFinishò. 

This user can then log on using any of the protocols enabled in the Domain Details | Listeners menu. 
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Serv-U Server Concepts 
The Serv-U File Server makes use of several concepts that aid in the understanding of how to 
configure and administer your File Server as a single, hierarchical unit.  There are four related levels 
of configuration to the Serv-U File Server: the Server, the Domain, the Group, and the User.  Of all of 
these, only the Group is optional - all the other levels are mandatory parts of the File Server.  An 
explanation of each level is provided below. 

User Account Types 

User accounts can be defined in various ways on the Serv-U File Server, including: 

¶ Domain Users - Defined at the Domain level, Domain Users can only log in to the Domain 
under which they are created. 

¶ Global Users - Defined at the Server level, Global Users are accounts that can log in to any 
Domain on the File Server. 

¶ Database Users - Available at both the Server and Domain level, Database Users are stored 
in an external database accessible through ODBC and supplement the local account 
database. 

¶ Windows Users - Defined at the Domain level, Windows Users are Windows accounts either 
on the local system or accessible through a domain controller that supplement the local 
account database and allows a client to log in to the File Server using their Windows login 
credentials. 

Since User accounts can be assigned at the various levels with the same login ID, a hierarchy is used 
by Serv-U to determine which account takes precedence.  The User account types listed above are 
listed in the order of precedence.  Where User accounts can be specified at both the Domain and 
Server levels, the Domain level account always takes precedence over the Server one. 

When creating Users, consider what kind of access they need, and select the appropriate location for 
the User account accordingly - time and effort can be saved by entering such settings at the Server 
level to remove the need for multiple User accounts at the Domain level. 

User Collections 

Unlike Groups, User Collections do not offer any level of configuration to the User accounts they 
contain.  Instead, they simply offer a way to organize users into containers for ease of viewing and 
administration.  For example, Collections can be created to organize User accounts based upon 
Group membership; However, they must be manually maintained when User accounts change Group 
membership. 

Server 

The Server is the basic unit of the Serv-U File Server and the highest level of configuration available.  
It represents the File Server as a whole and governs the behavior of all Domains, Groups, and Users.  
The Serv-U File Server ships with a set of default options that can be overridden on a per setting 
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basis.  Thus, the Server is at the top-level of the hierarchy of configuring Serv-U.  Domains, Groups, 
and Users inherit their default settings from the Server.  Inherited settings can be overridden at each 
of these lower levels.  However, some settings are exclusive to the Server, such as the PASV port 
range. 

Domain 

A Server can contain one or more Domains.  Domains are the interface through which Users connect 
to your File Server and access a specific User account.  A Domain's settings are inherited from the 
Server.  It also defines the collection of settings that all of its Groups and User accounts inherit.  If a 
Server setting is overridden at the Domain level, then all of its Groups and User accounts inherit that 
value as their default value. 

Group 

The Group is an optional level of extra configuration provided to make it easier to manage related 
User accounts that share many of the same settings.  By using a Group, administrators can quickly 
make changes that propagate to more than one User account instead of having to manually configure 
each one separately.  A Group inherits all of its default settings from the Domain it belongs to.  It 
defines the collection of settings inherited by all Users who are a member of the Group.  Virtually 
every User level setting can be configured at the Group level, or overridden at the User level. 

User 

The User is at the bottom of the hierarchy.  It can inherit its default settings from multiple Groups (if 
it's a member of more than one Group) or from its parent Domain (if it's not a member of a Group or 
the Group doesn't define a default setting).  A User account identifies a physical connection to the File 
Server and defines the access rights and limitations of that connection.  Settings overridden at the 
User level cannot be overridden elsewhere and are always applied to connections authenticated with 
that User account. 
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User Interface Conventions 

The Serv-U File Server uses a consistent method of representing configuration options in a manner 
that not only conveys the current value of the option, but also whether or not that value is the default 
(or inherited) value.  Traditionally, this has been done with something called a tri-state checkbox.  The 
tri-state checkbox has two major drawbacks: 

1. The default state does not clearly convey the current value of the option.  In some versions of 
Windows, the box is checked with a gray background - even if the option isn't currently 
enabled!  

2. They can only be used to represent binary values, which is to say they can only represent two 
values - on or off. 

The Serv-U File Server uses a different, easy to understand convention that overcomes these 
drawbacks.  When an option is inheriting its value from a parent, the text of the option is displayed in 
regular, unbolded text.  The value that is displayed (whether it's a text value or a checkbox) can 
change to reflect changes made to the parent where the item is currently inheriting its value. 

However, if the value is overriding the default, the text of the value is displayed in bold.  The value 
that is currently displayed is always the value of that option, regardless of changes to its parent. 

Understanding User Interface Conventions 

To better illustrate the user interface conventions, consider the following case file. 

Acme Technology Co. is a computer repair company that maintains a Serv-U File Server providing 
global access to shared corporate resources to their traveling technicians.  Each technician has their 
own account on the File Server.  To facilitate easy administration of the user accounts, the File Server 
administrator has made each user account a member of the "Technician" group.  This group's 
Administration Privilege is set to No Privilege since none of the technicians have any File Server 
administration duties. 

 

A technician receives a promotion.  In addition to his current technician duties, he is also given 
administration privileges on the File Server so he can assist other technicians with their accounts.  
The File Server administrator can simply edit the technician's user account and change the 
Administration Privilege to Domain Administrator.  The text of this option turns bold to reflect that it is 
overriding the default value (No Privilege) that the user account inherits from its membership to the 
"Technician" group. 
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At a later date, the Administration Privilege can be reverted back to the default value inherited from 
the "Technician" group by selecting the Inherit default value option in the "Administration Privilege" 
drop-down box. 
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The Serv-U Management Console 

The Serv-U Management Console is designed to provide quick and easy access to the File Server's 
configuration options in a familiar way.  When viewing a configuration page, you can return to the 
main Management Console page at any time by clicking on the Serv-U logo in the top-left corner. 
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Management Console Layout 

The Management Console is presented in the familiar control panel style layout and arranged in to 
categories of related options.  Clicking a category header, such as "Users", displays the user account 
management screen.  From this screen, each of the sub-category configuration options is available.  
A sub-category can also be selected to go directly to that sub-category's configuration page. 

For Server Administrators, the Management Console is displayed in two columns.  The right column 
displays categories related to configuring server-wide options and settings.  The left column displays 
categories related to configuring the active domain.  To change the active domain, click the Manage 
Domain button in the top-left corner of the Management Console and select a different domain to 
administer.  Alternatively, the Change Domain button is available in bottom-right corner of the footer.  
This method of changing the active domain can be employed from any Management Console page. 

Domain Administrators only have access to configuring settings and options for their applicable 
domain and do not have access to the server-level categories displayed to System Administrators. 

Navigation Menu 

The Navigation menu is located in the lower-left corner of the screen and provides direct links to all of 
the Serv-U configuration categories.  It is context sensitive and displays the relevant categories for 
the selection being configured (Domain or Server) as well as an expandable list of configuration 
options for the currently selected category. 

Tabbed Configuration Pages 

When opening a category from the Management Console, all related sub-category pages are 
displayed in tabs on the same screen.  This allows for quick navigation between related configuration 
options. 

Launching the Web Client 

While configuring the Serv-U File Server, an HTTP session can be launched by clicking the 
appropriate launch button in the toolbar at the bottom of the page.  If licensed for use, the Web Client 
is available and runs from within the browser.  If licensed for use, FTP Voyager JV can also be 
launched using the Java Runtime Environment, by clicking on the FTP Voyager JV button. 

Changing Themes in Serv-U 

The "Theme" button, used to launch the theme menu, is located in the lower-right corner of the 
screen.  The menu lists the available themes available to change the look and feel of Serv-U.  Simply 
select a theme from the drop down combo box then click the "OK" button.  The theme will be loaded 
without needing to refresh the page. 
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Serv-U Network Configuration Primer 

Under ideal circumstances, services and applications like the Serv-U File Server are installed on 
dedicated servers in a DMZ with their own dedicated IP address.  However, with security concerns, 
existing network configurations and a shortage of available IPv4 addresses many times Serv-U must 
be installed on a server behind a firewall or router and use ñPort Forwardingò to handle FTP traffic.  
This allows networks with limited public IP addresses to host many services without needing to pay 
extra for additional public IP addresses or costly and unnecessary network hardware.  It is also 
optimal when integrating with Windows Active Directory, since AD integration requires that the server 
be a member of Active Directory. 

To configure Serv-U to work with your router or firewall, you must first configure the router (and/or 
firewall) to forward your desired file transfer ports to the internal IP address of your server.  While FTP 
is the most common one used, other protocols are also available in Serv-U.  These protols and their 
ports are typically:  

¶ FTP - FTP port 21 and PASV port range 50000-50009  

¶ FTPS (Implicit) - FTP port 990 and PASV port range 50000-50009  

¶ SFTP - Port 22  

¶ HTTP - Port 80  

¶ HTTPS - Port 443  

 

This allows the file transfer traffic to be routed through the router and directly to Serv-U.  Routers 
typically call this option "Port Forwardingò, and it is usually found in the ñAdvancedò options of most 
residential and simpler commercial routers.  When you configure port forwarding, be sure to configure 
the ñPASV Port Rangeò in the ñServer Limits & Settings | Settingsò menu to 50000-50009 as well. 
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To make this process even simpler, Serv-U includes support for a protocol known as ñUniversal Plug 
and Playò.  This allows Serv-U to automatically configure the router or firewall with your settings, 
eliminating the need to configure any settings yourself.  However, in most cases it is better to 
manually configure the router. 

Below is a diagram of Serv-U in a typical small/medium office network. 

 

PASV IP Address 

Each ñFTP and Explicit SSL/TLSò and ñFTPS Implicitò Listener includes a configuration option called 
ñPASV IP Address or Domain Nameò.  This option exists because the FTP and FTPS protocols use 
two different connections in order to communicate.  The first connection is the most well-known, and 
occurs on port 21 ï this is called the Control Channel, and is used for the server and client to 
communicate about what data will be transferred, what user is logging on, and more.  The lesser-
known connection is the Data Channel, a second connection on which directory listings and files are 
transferred.  Most clients use Data Channel connections in ñPASV modeò, which takes place on the 
port rnage of 50000-50009. 

As part of the communication process, Serv-U must be able to tell clients how to connect to the 
server, including what port number and IP address to use.  Since this may be different than the IP 
address used to establish the initial FTP connection, it is communicated in a special ñ227ò message 
sent by Serv-U to the client.  The IP address that is sent is normally the private IP address of the 
server, because the server does not know the routerôs IP address.  The router then automatically 
adjusts the 227 message and adds the correct IP address. 

The problem occurs when either the router does not perform this task or the client connects using an 
encrypted connection, which makes it impossible for the router to read the FTP session and perform 
this task.  In this case, Serv-U relies on the administrator to tell it what information it needs to send to 
the client.  To provide this information, the ñPASV IP Addressò field in the ñDomain Details | Listenersò 
FTP entries should be updated with the public IP address of the server, or the domain name of the 
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server.  In most cases, the domain name is actually preferable because this way if the IP address 
changes, the domain name will be updated and therefore Serv-U will be updated without any 
intervention.  For users with dynamic IP addresses who are using dynamic DNS service, this is 
doubly helpful. 
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Domain Name & Description 

 

Each Domain must be uniquely identified with a Domain Name.  If a name is provided that is not 
unique, an error message is shown indicating that a unique name is required for each Domain.  The 
Domain Name is used purely for administrative purposes and is not visible or accessible to Users. 

In addition, each Domain can have additional descriptive information associated with it through the 
Description.  Like the Domain Name, the Description text is also only available to users with 
administrative access.  This field is useful for describing the purpose of the domain or summarizing 
the resources made available by the Domain's existence on the File Server. 

Domains can be temporarily disabled by unchecking the Enable domain checkbox.  While disabled, 
the Domain is completely inaccessible to all Users.  The Domain still exists on the File Server, all 
settings are preserved, and it can still be administered while it is disabled.  To make the Domain 
accessible to Users again, check the Enable domain checkbox. 

After making changes to any of the above Domain settings, click the Save button to apply the 
changes. 

Domain Home Directory 

System Administrators can limit the disk space available to a Domain by configuring a home directory 
for the Domain and specifying a maximum size.  The Domain's home directory does not affect User 
directory access rules, nor does it restrict the paths that are available to a User in any way.  However, 
in order to calculate the amount of disk space in use by a Domain, Serv-U must know the root 
directory under which it expects all Domain files to be stored. 

To specify the Domain home directory, enter a path in the field labeled Domain Home Directory.  The 
Browse button can also be used to select a path.  When creating a Domain Administrator account for 
this Domain, it is suggested that their home directory be the same, which ensures that all Users of the 
Domain are placed in a subdirectory of the Domain's home directory.  Enter the amount of disk space, 
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in megabytes (MB), available to the Domain in the Maximum Size field.  Leaving this field blank or 
entering "0" does not impose a maximum size on the Domain.  When a limit is imposed, any upload 
that would cause this maximum size to be exceeded is rejected by the Server.  Click the Save button 
to apply these changes. 

NOTE: Calculating the amount of disk space in use by a Domain can be a time consuming operation 
depending on the directory structure. 
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Domain Listeners 

The Serv-U File Server offers a highly configurable interface for enabling the different file sharing 
protocols on a Domain.  Listeners are added, edited, and deleted using the appropriately labeled 
button.  Each Domain can listen on multiple ports and IP addresses by adding a listener bound to the 
desired IP address and port.  In addition to selecting these connection attributes for a listener, a file 
sharing protocol must also be selected.  A listing and short description of the file sharing protocols 
supported by the Serv-U File Server follows. 

 

FTP - File Transfer Protocol 

FTP is the traditional protocol for transferring files over the Internet.  It normally operates on the 
default port 21.  Traditionally, FTP is handled in plain-text, however SSL connections are explicitly 
supported through the use of the AUTH command. 

FTPS - File Transfer Protocol Using SSL 

FTPS is identical to FTP, however connecting to a listener configured for FTPS means that an SSL 
connection is required before any protocol communication is performed.  This is commonly referred to 
as Implicit FTPS, which normally takes place on the default port 990. 

SFTP - Secure File Transfer Using SSH2 

SFTP is a secure method of transferring files through a secure shell session.  It performs all protocol 
communications and data transfers over the same port eliminating the need to open multiple ports in 
firewalls as is commonly required when using FTP.  SFTP sessions are always encrypted.  SFTP 
operates on the default port 22. 

HTTP - Hypertext Transfer Protocol 

HTTP is the protocol used to browse Web sites.  It's also a simple method for downloading and 
transferring files.  One benefit to adding an HTTP listener to a Domain is the availability of the Web 
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Client, which allows users to transfer files to and from your File Server without the need for a stand-
alone client.  HTTP traditionally operates on port 80. 

HTTPS - Hypertext Transfer Protocol using SSL 

HTTPS is identical to HTTP except all communications are secured using SSL.  Like FTPS, a secure 
connection is implied when connecting to a listener running the HTTPS protocol.  The default port for 
HTTPS is 443. 

Adding a Listener 

After clicking the Add button, the listener configuration dialog is shown.  After configuring each of the 
listener options, click the Save button to add the listener to the Domain. 

Type 

Select the desired file sharing protocol that is to be supported by this listener.  Each listener can only 
support a single protocol.  To add more file sharing protocols to the Domain, create new listeners for 
each protocol.  A brief description of the support file sharing protocols is found above. 

IP Address 

A listener can be bound to a single IP address by entering it here.  If the File Server does not have an 
external IP address, (e.g., it's behind a router), this field can be left blank.  Leaving the field blank tells 
Serv-U to listen on all available IP addresses. 

PASV IP Address or Domain Name (FTP ONLY) 

If the listener is supporting the FTP protocol, this additional field is available to specify a separate IP 
address to use for PASV mode data transfers.  Entering an IP address here ensures that PASV mode 
works properly on both unsecured and secured connections.  If the File Server does not have an 
external IP address, try using a dynamic DNS service and entering your dynamic DNS domain name 
in this field.  Serv-U resolves your dynamic DNS domain name to ensure it always has the proper 
external IP address for PASV command responses. 

Use only with SSL connections 

This option allows the PASV IP Address or domain name to only be used for SSL connections where 
it is always necessary to provide the PASV IP Address to connecting clients.  When this option is 
enabled, the IP Address specified for PASV mode will not be provided to clients connecting via non-
SSL FTP. 
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Use with LAN connections 

Normally, Serv-U does not use the PASV IP Address for connections coming from the Local Area 
Network (computers on the same network as Serv-U).  When this option is enabled, the PASV IP 
Address is also used for LAN connections. 

Port 

The default port for the selected protocol is automatically provided.  However, any port between 1 and 
65535 can be used.  When using a non-standard port, clients must know the proper port in advance 
when attempting to connect to the Domain.  If using a non-standard port, we recommend using a 
value above 1024 to prevent potential conflicts. 

Enable listener 

Unchecking this box temporarily disables a listener.  While disabled, listeners are displayed with a 
different icon in the list. 

Pure Virtual Domains 

Serv-U supports the ability for multiple Domains to "share" the same listeners.  In other words, one 
Domain can possess the necessary listener configurations while the other Domain "piggybacks" on 
the first one.  In this way, the second Domain exists in a virtual way.  To have a Domain "piggyback" 
on the listener configurations of existing Domains, leave the listener list blank for the Domain.  The 
"piggybacking" Domain needs to have at least one Virtual Host defined for it. 

This method of "piggybacking" only works with the FTP and HTTP protocols as they are the only two 
file sharing protocols that specify a method for identifying the desired host after a connection is 
established.  For FTP connections, the client must issue a HOST command to identify the desired 
domain.  For HTTP connections, the browser automatically handles providing the necessary host 
header to Serv-U based upon the domain name used to establish the HTTP connection. 
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User Information 

 

A User account consists of many attributes and settings.  The User Information tab contains general 
information about the User account including login credentials, the home directory, and the type of 
account.  Detailed information on each of the available attributes is found below. 

Login ID 

The login ID is provided by the client as one part of authenticating the session to the File Server.  In 
addition to the login ID, clients must provide a password to complete authentication.  Login IDs must 
be unique for each account specified at that level.  Login IDs may not contain any of the following 
special characters: \ / < > | : ? *. 

NOTE: There are two special login IDs: "Anonymous" and "FTP".  These login IDs are synonymous 
with one another and can be used for guests on your File Server.  These users do not require a 
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password, which should be left blank in this case.  Instead, Serv-U requires users who log on with 
one of these accounts to provide their email address to complete the login process. 

Full Name 

The full name of the account is available to specify additional identifying information about the 
account.  It is not used by clients when they log in. 

Password 

The password is the second item required for a session to be authenticated with the File Server.  The 
password should be kept a secret and not shared with anyone other than the person that owns the 
account.  A strong password contains at least 6 characters including a mix of upper and lowercase 
letters and at least one number.  Restrictions can be placed on the length and complexity of 
passwords through limits.  See the Help documentation on Password Limits for more information. 

Additionally, the "Lock" icon next to the "Password" field allows a new random password to be 
generated for a user.  This new password will follow defined password length requirements.  By 
default, all passwords are 8 characters long and are complex.  If the "Minimum Password Length" is 
equal to or less than four characters, the password will be four characters long - otherwise, generated 
passwords will follow the specified domain value. 

Administration Privilege 

A User account can be granted one of three types of administrative privileges: No Privilege, System 
Administrator, or Domain Administrator.  The value of this attribute can be inherited through Group 
membership. 

A User account with No Privilege is a regular user account that can only log in to transfer files to and 
from the File Server.  The Serv-U Management Console is not available to these User accounts. 

A System Administrator has the ability to perform any File Server administration activity including 
creating and deleting Domains, User accounts, or even updating the File Server's license.  A User 
account with System Administrator privileges that is logged in through HTTP remote administration 
can essentially administer the server as they had physical access to the machine. 

A Domain Administrator can only perform administrative duties for the Domain to which their account 
belongs.  A Domain Administrator is also restricted from performing Domain-related activities that 
may affect other Domains.  The Domain-related activities that may not be performed by Domain 
Administrators consists of configuring their Domain listeners or configuring ODBC database access 
for the Domain. 

A Group Administrator can only add, edit, and remove users who are members of the first Group that 
the Group Administrator is a member of.  This allows the Group Administrator to modify users who 
are in the same scope ï for example, a Group Administrator of the ñAccountingò group can add, 
remove, and edit users who are in the Accounting group but is not able to grant permissions to files 
outside of the Accounting group, and cannot edit or access users outside of that Group. Group 
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Administration is designed to be used by department leads and junior administrators with the need to 
modify certain user accounts, without making changes to the Domain or Server. 

Serv-U also supports read-only administrator accounts which can allow administrators to log in and 
view configuration options at the domain or server level, greatly aiding remote problem diagnosis 
when working with outside parties.  Read-only administrator privileges are identical to their full-access 
equivalents, except that they cannot change any settings or create/delete/edit user accounts. 

NOTE: When configuring a User account with administrative privileges, take care in specifying their 
home directory.  An administrator with a home directory other than "\" (root) that is locked in their 
home directory may not use file paths outside of their home directory when configuring the File 
Server. 

Home Directory 

The home directory for a User account is where the User is placed immediately after logging in to the 
File Server.  Each User must have a home directory assigned to it, although it can be specified at the 
Group level if the User is a member of a Group.  Home directories must be specified using a full path 
including the drive letter or UNC share name.  If the home directory is not found, Serv-U can be 
configured to create it. 

When specifying the home directory, the %USER% macro can be used to insert the login ID in to the 
path.  This is used mostly to configure a default home directory at the Group level or within the new 
User template to ensure that all new Users have a unique home directory.  When combined with a 
Directory Access Rule for %HOME%, a new User can be configured with a unique home directory 
and the proper access rights to that location with a minimal amount of effort. 

The %DOMAIN_HOME% macro may also be used to identify the user's home directory.  For 
example, to place a user's home directory into a common location use 
%DOMAIN_HOME%\%USER%. 

The home directory can be specified as "\" (root) in order to grant system-level access to a User, 
allowing them the ability to access all system drives.  In order for this to work properly, the User must 
not be locked in their home directory. 

SSH Public Key Path 

The SSH public key can be used to authenticate a user when logging into the the Serv-U File Server.  
The public key path should point to the key file in a secured directory on the server.  This path can 
include the following macros: 

%HOME% - The Home Directory of the user account 
%USER% - The Login ID, used if the public key will have the Login ID as part of the file name 
%DOMAIN_HOME% - The Home Directory the Domain, set in Domain Details | Settings, used if the 
keys will be in a central folder relative to the domain Home Directory 

Examples: 
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%HOME%\SSHpublic.pub 
%HOME%\%USER%.pub 
%DOMAIN_HOME%\SSHKeys\%USER%.pub 

Click here for information on creating a SSH key pair. 

Account Type 

By default, all accounts are permanent and exist on the File Server until manually deleted or disabled.  
An account can be configured to be automatically disabled or even deleted on a specified date by 
configuring the Account Type.  After selecting the appropriate type, the Account Expiration Date 
control appears.  Click on the calendar or expiration date to select when the account should be 
disabled or deleted. 

Default Web Client 

If your Serv-U license enables the use of FTP Voyager JV, then users connecting to the File Server 
through HTTP can choose which client they want to use after logging in.  Instead of asking users 
which client they want to use, a default client can also be specified.  If this option is changed, it 
overrides the option specified at the Server or Domain level.  It can also be inherited by a User 
through Group membership.  Use the Inherit default value option to reset it to the appropriate default 
value. 

Email Address 

Serv-U Events can use the "Email Address" field when sending email notifications to groups, and 
password recovery using the Web Client requires an email address to send a recovered password to 
a user.  Enter an email address here to allow email notifications or password recovery for the user 
account. 

Lock user in home directory 

A user that is locked in their home directory may not access paths above their home directory.  In 
addition, the actual physical location of their home directory is masked as Serv-U always reports it as 
"/" (root).  The value of this attribute can be inherited through Group membership. 

Enable account 

Uncheck this box to disable the current account.  Disabled accounts remain on the File Server but 
cannot be used to log in.  To re-enable the account, check the Enable account box again. 

Always Allow Login 

Enabling this option means that the User account is always permitted to log in, regardless of 
restrictions placed upon the File Server such as IP access rules or a maximum number of sessions.  
It is useful as a fail-safe in order to ensure that critical system administrator accounts can always 
remotely access the File Server under all conditions.  As with any option that allows bypassing 
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access rules, care should be taken in granting this ability.  The value of this attribute can be inherited 
through Group membership. 

Description 

The description allows for the entry of additional notes that are only visible by administrators. 

Availability 

This feature limits when users can connect to this server.  Limitations may be placed on the time-of-
day as well as the day-of-the-week.  When logging in outside the specified available times users are 
presented a message that the user account is currently unavailable. 
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Directory Access Rules 

Directory Access rules define the areas of the system that are accessible to user accounts.  While 
traditionally restricted to the User and Group levels, Serv-U extends the usage of Directory Access 
rules to both the Domain and Server levels through the creation of global Directory Access rules.  
Directory Access rules specified at the Server level are inherited by all Users of the File Server.  
When specified at the Domain level, they are only inherited by Users belonging to that Domain.  The 
traditional rules of inheritance apply where rules specified at a lower level (e.g., the User level), 
override conflicting or duplicates rules specified at a higher level (e.g., the Server level). 

When setting the Directory Access path, the %USER%, %HOME%, %USER_FULL_NAME%, and 
%DOMAIN_HOME% variables are available to simplify the process.  For example, use 
%HOME%/ftproot/ to create a Directory Access rule that specifies the "ftproot" folder in the user's 
home directory.  Directory access rules specified in this manner are "portable" in the event that the 
actual home directory changes while maintaining the same subdirectory structure.  This leads to less 
maintenance for the File Server administrator.  If the %USER% variable is specified in the path, it is 
replaced with the user's login ID.  This variable is useful in specifying a Group's home directory to 
ensure that Users inherit a logical and unique home directory.  The %USER_FULL_NAM% variable 
can be used to insert the "Full Name" value into the path (the user must have a "Full Name" specified 
for this to function).  For example, the user "Tom Smith" could use D:\ftproot\%USER_FULL_NAME% 
for "D:\ftproot\Tom Smith".  Finally, the %DOMAIN_HOME% macro may also be used to identify the 
user's home directory.  For example, to place a users and their home directory into a common 
directory use %DOMAIN_HOME%\%USER%. 

Directory Access rules are applied in the order they are listed.  The first rule Serv-U encounters in the 
list that matches the path of a client's request is the one that's applied for that rule.  In other words, if 
a rule exists that denies access to a particular subdirectory but is listed below the rule that grants 
access to the parent directory, then a User still has access to the subdirectory in question.  The 
arrows on the right side of the Directory Access list are used to re-arrange the order in which the rules 
are applied. 

A listing and description of each available directory access permission follows. 
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File Permissions 

Read 

Allows Users to read, (i.e., download) files.  This permission does not allow Users to list the contents 
of a directory, which is granted by the List permission. 

Write 

Allows Users to write, (i.e., upload) files.  This permission does not allow Users to modify existing 
files, which is granted by the Append permission. 

Append 

Allows Users to append data to existing files.  This permission is normally used to grant Users the 
ability to resume transferring to partially uploaded files. 

Rename 

Allows Users to rename existing files.  Previous versions of Serv-U required Delete and Write 
permissions to rename files.  Starting with version 7.0, Rename is an explicit permission. 

Delete 

Allows Users to delete files. 
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Execute 

Allows Users to remotely execute files.  Execute access is meant for remotely starting programs and 
usually applies to specific files.  This is a very powerful permission and great care should be used in 
granting it to Users.  A User with Write and Execute permissions can essentially install any program 
of their choosing on your system. 

Directory Permissions 

List 

Allows Users to list the files contained in the directory. 

Create 

Allows Users to create new directories within the directory. 

Rename 

Allows Users to rename existing directories within the directory.  Previous versions of Serv-U required 
Delete and Write permissions to rename directories.  Starting with version 7.0, Rename is an explicit 
permission. 

Delete 

Allows Users to delete existing directories within the directory.  NOTE: If the directory contains files, 
the User also needs to have the Delete files permission in order to delete the directory. 

Subdirectory Permissions 
 

Inherit 

Allows all subdirectories to inherit the same permissions as the parent directory.  The Inherit 
permission is appropriate for most circumstances, but if access must be restricted to subdirectories 
(as is the case when implementing Mandatory Access Control), uncheck Inherit and grant 
permissions specifically by folder. 

Access as Windows User 

For a variety of reasons, files and folders may be kept on external servers in order to centralize file 
storage or provide additional layers of security.  In this environment, files can be accessed by UNC 
path (\\servername\folder\) instead of the traditional "C:\ftproot\folder" path.  However, accessing 
folders stored across the network poses an additional challenge - Windows services are run under 
the "Local System" account by default, which has no access to network resources. 
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To mitigate this problem for all of Serv-U, it is possible to configure the "Serv-U File Server" service to 
run under a network account.  The alternative, preferred when many servers exist or if the Serv-U File 
Server service needs to run under "Local System" for security reasons is to configure a Directory 
Access rule to use a specific Windows User for file access.  By clicking on the "Advanced" button it is 
possible to specify a specific Windows user for each individual Directory Access rule.  Just like in 
Windows Authentication, directory access is subject to NTFS permissions, though in this case also to 
the configured permissions in Serv-U. 

Quota Permissions 

Maximum size of directory contents 

Setting the maximum size actively restricts the size of the directory contents to the specified value.  
Any attempted file transfers that cause the directory contents to exceed this value are rejected.  This 
feature serves as an alternative to the traditional quota feature that relies upon tracking all file 
transfers (uploads and deletions) to calculate directory sizes and is not able to consider changes 
made to the directory contents outside of a User's File Server activity. 

Mandatory Access Control 

Serv-U enables the use of Mandatory Access control in cases where Users need to be granted 
access to the same home directory but should not be able to necessarily access the subdirectories 
below it.  To implement Mandatory Access Control at a directory level, simply disable the "Inherit" 
permission as shown below (assume the rule applies to "D:\ftproot\"): 

 

Now, the user has access to the "ftproot" folder but to no folders below it.  Permissions must 
individually be granted to subdirectories that the user needs access to, providing the security of 
Mandatory Access Control in the Serv-U File Server. 
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Restricting File Types 

If Users are using storage space on the Serv-U File Server to store non-work-related files such as 
MP3 music files, this can be prevented by configuring a Directory Access rule placed above the main 
Directory Access Rule (use the arrows on the right to reorder rules) to prevent MP3 files from being 
transferred as shown below.  In the text entry for the rule, enter "*.mp3" and use the permissions 
shown below: 

 

The rule denies permission to any transfer of files with the .mp3 extension and can be modified to 
reflect any file extension.  Similarly, if accounting employees only need to transfer files with the .mdb 
extension, configure a pair of rules that grants permissions for .mdb files but denies access to all 
other files, as shown below.  In the first rule enter the path that should be the user's home directory or 
directory they need access to, and in the second rule enter the extension of the file that should be 
accessed (such as "*.mdb"): 
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